
 

The steps are below to generate attributes and map them to value: 

1. Login URL: https://portal.azure.com/ with admin credentials.  

Step 1: Assign Users to Groups 

1. In the Home screen of the Azure portal, navigate to Groups > All Groups 
(Right-hand side). This will list all the groups available in the Azure Portal.  
 

 
2. In the list provided of all the groups, please select the group to which you would like 

to add users.  
3. Click the Users option in the portal and go to the Members page.  
4. On the Members page, click Add Members. Another prompt named Add Members 

will be shown to the users. Admin can select the users from the prompt and add 
them to the group.  

 

Step 2: Add User Groups to the SAML Application 

1. Once done, the admin should navigate to the Home screen of the Azure portal, 
and navigate to Enterprise applications.  

2. Select the SAML application created and users will be navigated to the Users and 
Groups page. Please select Assign Users and Groups.  
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3. In the next prompt, click Add User/Group. Further, select the users and groups you 
would like to assign the SAML application to.  

Note: Verify that the correct groups are listed under the user settings or the group 
assignment interface.  

 

Step 3: Configure Group Claims in SAML Application 

1. Further, navigate to Enterprise applications and select Set up Single Sign On.   
2. Go to the User Attributes and Claims section and click Edit.   
3. Add Group Claim: 

○ Click Add Group Claim. This will open a prompt Group Claims.  
○ Select Groups assigned to the application.  
○ From the Source Attribute dropdown, select the option Cloud-only group 

display names. This ensures that the group names are mapped correctly 
from the cloud directory.  

○ Select Save.   
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Note: If the option is greyed out, click on the existing claim in the list to modify it. 
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