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SurelLock
Kiosk Lockdown

Platforms Supported:
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The Challenge: Locking Down Devices at Work

For your workforce, smartphones, tablets, and computers are as distracting as they are necessary.
Productivity declines if workers have unlimited access to their devices, but many workers need some

flexibility. Most companies allow device use, but much of that device use is unregulated. The only way
to gain an advantage is to lock down what workers don't need, while giving access to what they need.
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The Solution: 42Gears SurelLock

SureLock is a leading device lockdown solution used by thousands of
companies worldwide to restrict devices to necessary apps. Lock down
devices to one or a few apps, or blocklist specific apps. Block access to
device peripherals like the camera, bluetooth capability, and more. Plus,

generate and review analytics data to make sure your restrictions work as
intended. S

Key Features

« Single-App Mode Supported Platforms:

o Allowlist or Blocklist Apps « Android 5.0 (Lollipop) and later
o Easy Mass Provisioning e Wear OS 2.0 and later
 Branding & Customization o Windows 7 and later

o Use with SureMDM, 42Gears’ Device Management Solution o Windows CE 6.0

o Peripherals Lockdown « Windows Mobile 5.0 and later

o Driver Safety Mode
e Round-the-Clock Support By 42Gears Experts
o SureLock Analytics

o Disable Hardware Keys o ISO/IEC 27001:2013

» Offline SureLock activation - Certified Information Security Management System
o GDPR Compliant

e SOC-2, HIPAA, PCI DSS, and CCPA

Certifications and Compliances

Key Benefits

o Increase employee productivity
o Keep customers from tampering with your devices
 Reduce device maintenance time and cost
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Features In-Detail:

Device Lockdown

» Approved Application Use

Prevent unauthorized application access
» Single Application Mode

Limit devices to a single application and transform them into purpose-specific kiosks
» Disable Peripheral Settings

Disable peripheral features, including Camera, GPS, Mobile Data, Wi-Fi, Bluetooth, USB, and Airplane Mode
 Disable Advanced Features

Disable Safe Mode, Factory Reset, USB Debugging, Bottom Bar, Notification Panel, and Status Bar

(for applicable devices)
 SureKeyboard

Set SureKeyboard as the default keyboard, restricting inputs to only standard alpha-numberic characters

User Interface Customization and Branding

« Extensive Customization Options

Brand your locked device with corporate wallpapers and use customized icons and text
« Home Screen Widgets

Display widgets on home screen
« Button Access

Enable floating home, back and recent buttons when disabling the Android bottom bar

Comprehensive Application Settings

« App Startup

Launch a chosen application on startup, clear data, and disable selective child windows
» App Shortcuts

Display application shortcuts
« App Time Out

Set idle applications to time out
« App Launch
Delay application launch
swords
sswords for chosen applications
o Permissions

permissions for allowed apps
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Advanced Lockdown Options

e Driver Safety Mode
Set a speed threshold to disable mobile device functionality when vehicles cross a certain speed
« Power-Saving Settings
Use built—in features to reduce battery consumption and save power.
- Call and Message Settings
Completely disable, block or allow lists of phone numbers for calls and messages.
» Website Allowlisting for Windows
Permit access to websites or URLs to only those on SureLock home screen.
» System Settings
Block users from altering system settings.
« Data Access

Restrict Wi-Fi and/or mobile data access on an app-by-app basis.

« Multi-User Profile
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le mode where devices can be shared among multiple users with different pro

» Unrestricted Data Usage

Create a multi-user pro

Selectively enable unrestricted data usage.

Easy Mass Set-Up and Management

 Import and Export Settings
Mass—configure SurelLock settings on your devices quickly and easily.

« Compatibility with SureMDM - 42Gears’ Mobile Device Management Solution

h

Use SureMDM to remotely install, configure, and manage SurelL.ock

Windows-Exclusive Features

* Restrict Access to Task Manager
Disable access to Windows Task Manager to prevent device misuse
» Auto-Login

Enable the user to log in automatically after the system reboots
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About 42Gears

42Gears is a leading Unified Endpoint Management solution provider, offering Software as a Service (Saa$)
and on-premise solutions to secure, monitor and manage all business endpoints, such as tablets, phones,
rugged devices, desktops, POS terminals, and wearables. 42Gears products support company-owned as
well as employee-owned devices across many platforms, including Android, iOS, iPadOS, Windows, macOS,
Wear OS, and Linux. Over 18,000 customers in more than 115 countries use 42Gears products in many in-

dustries, including healthcare, manufacturing, logistics, education, and retail.
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